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21st Century Global Power Competition
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In the digital era, the battlefield has expanded beyond physical territory into the realm of
information.’ As great powers compete for influence, and as non-state actors rise to
prominence, the Indonesian Armed Forces find themselves at the forefront of a new type of
conflict: information warfare. Specifically for the Indonesian Army’s Territorial Command,
this shift presents both significant challenges and remarkable opportunities.

The New Battlefield: Information as a Weapon

In today’s interconnected world, information has become a powerful tool of influence.
Nations deploy information operations (I0) to shape public perception, disrupt adversaries,
and gain strategic advantages—often without direct military engagement.? Psychological
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operations, disinformation campaigns, and cyberattacks are now standard elements of
statecraft.®

For Indonesia, with its vast and diverse population, the stakes are particularly high. As the
Indonesian Army relies on its territorial command structure to maintain national unity and
sovereignty, it must contend with an increasingly sophisticated information landscape.® The
spread of digitaltechnology has made citizens more vulnerable to externalinfluence through
social media and other platforms, posing new risks to national stability.

Challenges Facing the Indonesian Army

The rise of non-state actors—including hacker groups, private organizations, and even
individual influencers—adds complexity to information warfare. These actors can act
independently or as proxies for state powers, making it difficult to identify the source of
threats. This blurred attribution further complicates the Army’s territorial defensive
strategies.®

Additionally, the Army’s current focus on expanding organizational structure rather than
developing soft skills and technological expertise leaves it vulnerable. Without a robust
strategy to counter information operations, the Army risks falling behind in the global power
competition. Furthermore, limited cooperation between the military, government agencies,
and international partners exacerbates these vulnerabilities.

Opportunities for Collaboration and Growth

While the challenges are significant, they also present opportunities. Strengthening
interagency and international collaboration could bolster Indonesia’s defenses. By sharing
knowledge and resources, the Army can learn from other nations’ experiences in combating
information warfare.® Partnerships with domestic institutions, such as universities and think
tanks, could also help develop the expertise needed to counter cyber threats and
disinformation.

The Indonesian Army’s unique territorial structure provides a foundation for community-
based approaches to information defense. Winning the "hearts and minds" of the population
remains a critical component of national resilience.” By leveraging local networks and
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fostering trust among communities, the Army can build resilience against external
information threats.

Lessons from Global Conflicts

Recent global events underscore the importance of preparing for information warfare.
Russia’s invasion of Ukraine demonstrated how coordinated information operations can
destabilize nations.? Similarly, ongoing disputes in the South China Sea reveal the strategic
role of information in shaping regional narratives.®

These cases offer valuable lessons for the Indonesian Army. Investing in advanced training
for personnel, adopting cutting-edge technologies, and fostering international cooperation
are essential steps to stay competitive in the information domain.

Building a Resilient Future

As the nature of conflict evolves, so too must the strategies of those tasked with national
defense. For the Indonesian Army, addressing the challenges of information warfare is not
just about keeping up—it’s about staying ahead. By embracing innovation, fostering
collaboration, and prioritizing the development of information warfare capabilities, the Army
can safeguard Indonesia’s sovereignty in the face of 21st-century global power competition.

The path forward requires bold leadership and a commitment to adapt. In doing so, the
Indonesian Army will not only defend its nation but also set a precedent for how countries
can thrive in the age of information.
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